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Executive summary

Today’s modern enterprise faces multiple IT challenges. The most critical challenges include not only managing and mining the data produced
and used, but also ensuring the digital experience is always-on for its customers. To address and solve these challenges, business leaders need a
deep understanding of how enterprise data is changing and how new technologies and approaches can unleash its full value.

With more industries now adopting virtualization through the use of technologies such as VMware®, the problems of system sprawl and
hardware uftilization are being greatly minimized. However, one area that virtualization does not address is backup and recovery. Virtualized
workloads need to be protected by quick and efficient backups, and have a restore solution that will address disasters resulting in data loss. Also,
as a result of virtual machine (VM) sprawl, many IT organizations find that the amount of storage needed to retain backups increases quickly.

The need of the hour is to ensure that data is secure, protected, compliant, and meets the requirements of the growing hyper-critical business.
One of the biggest challenges for an enterprise is managing the cost related to the rapid growth, of the sheer amount of data and its changes, as
data is being generated from a variety of sources more quickly than ever before. Managing and mining this data is an increasing challenge. To
meet this new reality, where enterprise data is scattered across many different clouds and systems, it’s not enough for data to be backed up,
secure, and available. Data must also move to a new state of intelligence, be automatically able to anticipate need and meet demand, securely,
across multi-cloud infrastructures and meet the expectations of the mobile, always-on world.

It therefore becomes necessary to back up all workloads and ensure they are always recoverable in the event of outages, attack, loss, or theft.
When data is sent to a centralized site for protection, problems may arise with data transfer efficiency which needs to be addressed by reliable
backup solutions that are fast, seamless, and efficient. A data protection plan where enterprise data centers are well connected to the secondary
or disaster recovery sites for data backup and restore of the critical workloads, helps address the data protection problems to larger extent.

This paper describes the data protection between data centers located at different geographical locations, with primary and secondary data
centers running on HPE Synergy 480 Gen10 servers, HPE Nimble storage, and Veeam Backup & Replication 9.5. For long tferm archival, HPE
StoreOnce is configured on the secondary data center.

Target audience: This paper is intended for data center administrators, enterprise architects and deployment/implementation engineers. The
target audience must have a basic knowledge of VMware vCenter™, Veeam, HPE StoreOnce, Windows® Operating System and Microsoft® SQL
database.

Document purpose: The purpose of this document is to describe the data protection solution for HPE Hybrid IT wherein the data backup and
restore methodologies includes a snapshot backup on primary storage (HPE Nimble), warm backup to secondary storage (HPE Nimble), and
cold backup (HPE StoreOnce), using Veeam Integrated HPE storage software. This solution uses MSSQL servers to demonstrate the backup and
restore use cases from a primary data center fo a secondary data center.

This Reference Architecture describes solution testing performed in November 2018.

Solution overview

Tiered data storage is often neglected in data backup and recovery plans, but fiering your data is crucial to reduce risks and costs. For many
businesses, backup and recovery is a series of tradeoffs. The priority data should be stored in high-performance data storage systems. As the
data value in that storage system declines or depreciates over time, it should be moved to or migrated to lower performance and lower cost
storage. Migrating the data will better align its value with the cost of storing it. The use of tiered data storage is often ignored or forgotten when
data backup and recovery plans are implemented into an enterprise data storage environment. In most cases, the value of an application and its
data can also be applied to backup and recovery procedures. Reducing the downtime for small, medium and larger enterprises is a key factor to
help meet increased business requirements for application availability.

This solution has the following configured on its primary and secondary data centers, wherein the identified use cases are validated.

» Data centers: The primary and secondary data centers built on HPE Synergy composable infrastructure, HPE Synergy 480 Gen10 servers,
which are secure industry standard servers widely used to deploy virtualized workloads, and an HPE OneView unified APl to manage the entire
infrastructure. These Gen10 servers with their silicon root of trust feature are capable of protecting sensitive data while ensuring the highest
levels of security.

» Primary storage: The storage comprises of HPE Nimble hybrid flash array which acts as the primary storage and backup repository for the
primary and secondary data centers respectively. HPE Nimble is fast and is integrated with most widely used hypervisors and operating


https://searchdatabackup.techtarget.com/tutorial/Data-backup-and-recovery-technology-tutorials
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systems to help consolidation and cost reduction. It ensure business continuity in the event of site-wide or natural disasters with multi-site
asynchronous replication with automatic failover - keeping the applications online all the fime.

» Tertiary storage: HPE StoreOnce is configured on the secondary data center for long term data retention. This reduces and optimizes the
space required for data storage, with its deduplication technology and catalyst protocol.

» Backup and replication: This solution utilizes Veeam® Backup & Replication™ software to help backup, restore, and replicate data - all deployed
at the cenftralized primary data cenfter.

This Reference Architecture presents a comprehensive approach to implement business continuity for tiered Hybrid IT infrastructure with
Veeam Backup & Replication™ as the backup software. In this solution, a primary and the secondary data centers running MSSQL servers on a
VMWare ESXi platform was built on HPE Synergy 480 Gen10 servers. HPE Nimble storage was deployed on each of the data centers to protect
the data locally (snapshots backup). The secondary data center which was acting as the disaster recovery site with HPE Nimble configured for
warm backup (tier 2), and HPE StoreOnce configured at the secondary site for cold backup (i.e. for long time archivab.

HPE Synergy is a composable infrastructure platform that reduces operational complexity for traditional and other conventional workloads and

increases operational velocity for the new breed of applications and services. Through a single user interface, HPE Synergy composes compufte,
storage, and fabric pools into a configuration optimized for any application. In this solution, VMware clusters running on HPE Synergy compute

nodes were deployed on both primary and secondary sites for hosting MSSQL databases. Backup and disaster recovery scenarios are illustrated
with these MSSQL workloads.

HPE Nimble hybrid storage array helps deploy both mixed and primary workloads and it also serves as a secondary flash array for backup and
disaster recovery. HPE Nimble is the affordable storage suitable for medium and enterprise businesses. HPE Nimble Storage delivers industry-
leading effective capacity efficiency as well as a future-proofed architecture. In this solution, Nimble HF20H was deployed at both of the data
centers and was connected to HPE Synergy via iSCSI network. This Nimble storage provides the shared storage for MSSQL workloads running
on HPE Synergy. All the network connectivity is established through top of rack switch.

Hewlett Packard Enterprise and Veeam-based solutions offer comprehensive and efficient data protection, particularly with the HPE StoreOnce
as a fertiary backup target. When we combine HPE StoreOnce technology with Veeam as the backup solution, we have a complete backup
recovery and disaster recovery (DR) solution that leverages the replication capabilities of Veeam.

HPE StoreOnce Backup is a family of appliances that provides disk-based backup for IT environments, from the smallest remote sites to the
largest enterprises. HPE StoreOnce with its Catalyst feature helps control unpredictable data growth and reduce costs by decreasing the amount
of storage resources required for backup archival through the use of integrated deduplication technology. In this solution, HPE StoreOnce 5100
was deployed at the secondary data center to hold the primary data center backups offsite. It dramatically improves the value proposition of
disk-based data protection since it eliminates the redundancy typically seen in secondary storage processes. HPE StoreOnce also provides the
ransomware protection both locally and offsite with its Catalyst store’s ability fo completely isolate data from being tampered unintentionally.


https://www.hpe.com/in/en/pdfViewer.html?docId=a00039975&parentPage=/in/en/products/storage/nimble&resourceTitle=HPE+Store+More+Guarantee+for+HPE+Nimble+Storage+All+Flash+Arrays+solution+brief
https://www.hpe.com/in/en/pdfViewer.html?docId=a00039975&parentPage=/in/en/products/storage/nimble&resourceTitle=HPE+Store+More+Guarantee+for+HPE+Nimble+Storage+All+Flash+Arrays+solution+brief
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Note

The SQL workload validated in this solution is a sample workload. The functionality in the paper is applicable for similar workloads with adequate
changes to suit various customer scenarios and workloads.
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Figure 1. Solution diagram showcasing data backup and recovery from the primary data center to secondary data center

As shown in figure 1, the solution presented in this white paper consists of VMWare ESXi clusters on HPE Synergy 480 Gen10 servers and HPE
Nimble storage running on primary data center (DC1) and secondary data center (DC2). HPE StoreOnce is configured on the secondary data
center for processing cold backups i.e. long time archival. Virtual machines running MSSQL were deployed at the primary data center.

Here are the list of use cases that are validated as part of this solution.

» Snapshot level data backup to HPE Nimble primary storage from the primary data center (snapshots), leveraging Veeam Management Ul

» Veeam and HPE Nimble Storage Integration towards data replication from HPE Nimble primary storage to HPE Nimble secondary storage
(backup)

» Restoring the workloads to the primary data center from the secondary storage (i.e. leveraging the snapshots replicated at secondary site)
 Data backup from HPE Nimble Secondary tfo HPE StoreOnce (cold backup)

The HPE Nimble array in the primary data center is the primary storage and copies of its snapshots are being used as restore points by Veeam.
The Veeam Backup & Replication server deployed as a virtual machine on the VMWare cluster at the data centers, performs both local and
offsite backups of MSSQL servers to HPE Nimble storage. In the event of any failure at the primary site, the replicated snapshots from the

secondary HPE Nimble storage array are leveraged using Veeam Backup & Replication to recover/restore the MSSQL servers at the primary data
center.



Reference Architecture Page 6

Solution components

Hardware

For this evaluation, HPE Synergy composable infrastructure (HPE Synergy 480 Gen10 servers), with HPE Nimble storage for data storage
(secondary data storage and primary storage), were deployed at both the primary and secondary data centers. In addition, an HPE StoreOnce
unit was configured in the secondary data center, fo move the data from HPE Nimble secondary storage, for data retention and long term
archival.

Table 1. List of hardware configured on the primary and secondary primary data center

Hardware at primary data center Hardware at secondary data center General purpose
|

HPE Synergy HPE Synergy Hosts ESXI VMware clusters
HPE Nimble HPE Nimble Primary and secondary data storage

HPE StoreOnce Offsite backups for primary data center workloads
HPE Synergy

HPE Synergy is the first platform architected from the ground up as a composable infrastructure. As an extensible platform, it easily enables a
broad range of applications and operational models such as virtualization, hybrid cloud, and DevOps. Composable infrastructure has three main
capabilities:

» Software defined intelligence: software-defined intelligence simplifies operational activities for IT admins by allowing for more automation and
template driven workloads.

» Afluid pool of resources: Fluid resource pools enable the infrastructure to meet each application’s changing needs effortlessly by allowing for
the composition and recomposition of single blocks of disaggregated compute, storage and fabric infrastructure.

« A unified API: unified API provides a single management interface fo integrate operational silos and eliminate complexity.

With fluid resource pools, a unified API, and software defined intelligence, HPE Synergy provides infrastructure for fraditional and cloud native
apps at cloud like speeds.

HPE Synergy is used to build the primary and the secondary data center in this solution. Along with running its own set of heterogeneous
workloads, HPE Synergy also hosts replicas of data centers’ workloads and provide resources to support disaster recovery of primary data center.
The data cenfer is built using a single HPE Synergy frame with a composers, an Image Streamer, four HPE Synergy 480 compute blades and
virtual interconnects to support network connectivity. For more on HPE Synergy, visit HPE Synergy.

Figure 2. Front view and rear view of HPE Synergy showcasing composable infrastructure appliances


https://www.hpe.com/in/en/integrated-systems/synergy.html
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HPE Synergy integrates the three key elements that define a composable infrastructure: fluid resource pools, software-defined intelligence, and a
unified API called HPE OneView. HPE Synergy enables IT to deliver a new experience by maximizing the speed, agility, and efficiency of
operations. By precisely adjusting fluid pools of resources, the cost of over provisioning is reduced with a single infrastructure that runs any
application. Operations teams can easily automate and accelerate internal processes. Developers can now take advantage of the open unified API
and software defined intelligence to quickly access infrastructure resources to accelerate the application development process.

HPE Nimble

HPE Nimble hybrid flash array was used at both the primary and secondary data centers as a shared storage connected to the HPE Synergy via
iSCSI LAN. The HPE Nimble Storage Adaptive Flash array is designed for both primary and secondary flash workloads. It is a hybrid flash array
for mixed, primary workloads where cost-efficient flash performance is important. It can also serve as a secondary flash array for backup and
disaster recovery while allowing you to put your backup data to work. The flash-enhanced architecture is combined with HPE InfoSight predictive
analytics for fast, reliable access to data and availability.

HPE Nimble storage replication systems deliver an accelerated performance for higher throughput/IOPS and sub-millisecond latencies, a
reduction of up to 75 percent in storage footprint, non-disruptive scaling to fit changing application needs through increased
performance/capacity, maximized data and storage availability with an already integrated data protection and disaster recovery system, and
above all else, reduced operational overhead. HPE Nimble storage replication will store and protect critical applications utilized by your business
such as Microsoft Exchange, Microsoft SQL server, server virtualization, database, and virtual desktops (VD).

To find out more about HPE Nimble Storage, visit HPE Nimble.

| ot |

Nimble Storage

Figure 3. HPE Nimble HF20H hybrid flash array

HPE StoreOnce

HPE StoreOnce uses next-generation deduplication technology, which allows you to store more backup data and reduce the storage footprint.
Multiple backup copies definitely enhance data availability and help adhere to backup best practices. Since deduplication identifies and
eliminates redundant data, it optimizes storage capacity—effectively reducing the cost of disk by allowing more backup data to be stored on the
same footprint. It dramatically improves the value proposition of disk-based data protection since it eliminates the redundancy typically seen in
secondary sftorage processes.

The HPE StoreOnce Backup family with HPE StoreOnce deduplication provides consolidated, automated backup and DR operations that span
the enterprise data centers, regional, and remote or branch offices. With HPE StoreOnce Backup, you can:

e Meet shrinking backup windows and optimize dedupe performance with HPE StoreOnce and Catalyst feature to enable storage deduplication
and LAN/WAN bandwidth reduction across the HPE StoreOnce backup range.

» Simplify data protection for even the most complex environments. With a single HPE StoreOnce deduplication technology, you can easily
manage the movement of data between remote offices and enterprise data centers.

» Enhance the manageability of DR and remote office backup operations.

« Protect data from unauthorized access through data-at-rest encryption and secure erase functionality for disks that are lost, stolen, or
discarded.

» Integrate with existing backup applications seamlessly, as well as flexible integration into SAN, virtualized, and other environments.


https://www.hpe.com/in/en/storage/nimble.html
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In this solution, HPE StoreOnce 5100 was deployed at the secondary data center and is used as a target to hold the offsite backups for primary

data center workloads. For more information on HPE StoreOnce Backup Systems, see HPE StoreOnce Data Protection.
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Figure 4. HPE StoreOnce capacity configurations available for small, medium, and enterprise business solutions

The figure below depicts the integration components between Veeam and StoreOnce.
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Figure 5. Integration between HPE StoreOnce and Veeam
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Software

Veeam Backup & Replication Software

Veeam Backup & Replication offers a data protection solution for backup and replication together in a single software solution. Veeam Backup &
Replication provides backup, replication and recovery of VMware VMs, physical servers and cloud-based workloads. The components of Veeam

Backup & Replication consist of a backup server, backup proxy servers, and a disk-based backup repository. These resources can be physical or

virtual depending on the requirements and topologies.

In this solution, Veeam Backup Server was deployed at the primary data center and Veeam proxy servers were deployed both at the primary and
the secondary data centers. Veeam Proxy Server performs the backup of the workloads running on the primary data center to the local HPE
Nimble storage and the secondary data center's HPE StoreOnce. The backup repository does backup copy from the primary data center to the
secondary data storage.

Veeam Backup server and proxy server are run in a virtual machine running Windows Server 2016 Standard. HPE StoreOnce 5100 was
deployed at the secondary data center and the catalyst store created on it was added as a backup repository on the Veeam Backup Server.
Veeam uses Catalyst for source-side deduplication over a WAN for direct backup or backup copy to create a secondary copy of local backup
data. In the backup repository wizard the created Catalyst store is specified, where the backup data will be archived for long term retention.
Figure 6 shows the Veeam backup architecture.

Veeam backup server
Np|
X
o -

Source i
host m Backup data
m m m m Production BacEp
storage repository

ofolo
\l/

Backup proxies

Source
host ol

Figure 6. Veeam backup architecture (Courtesy: Veeam)

Protecting data in any client’s environment is paramount to the success of the business. Due to the increasing amount of data in the
environment, shrinking backup windows and demand for constant access to data 24x7x365 — this can become a challenge. To satisfy the
Recovery Point Objectives (RPO) of the business, IT and Storage Professionals have the benefit of leveraging storage array-based snapshotting
mechanisms. This provides nearly zero impact to the production Virtual Machines (VMs) running on the array allowing IT to protect the
datastores in which their VMs reside on much more frequent than was possible with hypervisor snapshots alone. Unfortunately, the manual
snapshot mount process is cumbersome and prone fo user error.
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Veeam's advanced integration with Nimble Storage provides additional protection and recovery options that are not available without direct
infegration and joint development efforts that provide the ability fo:

» Schedule the creation of Nimble storage snapshots containing application-consistent VM images, and storage snapshot replication
orchestration.

» Restore from Nimble storage snapshofts or their Replicated Copies (entire VM, guest files and application items).

e Backup from Nimble storage snapshots or their Replicated Copies.

Tape Cloud Connect
Copy to
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Store
Backup Server Backup Repository
A &

- - e

— - —

Himble Replicated €
Nimble Primary Storage i i Nimble Secondary Storage

-BRE a6 -

Vesam Explorer for Storage Snapihots

Figure 7. Veeam integration with HPE Nimble storage

Best practices and configuration guidance for the solution

The lab test configuration comprised the primary and secondary data centers set up on VMWare cluster deployed on four HPE Synergy 480
Genl10 servers. HPE Synergy on the primary data center was running various other bare metal and virtualized workloads. HPE Nimble hybrid
storage was deployed at both the data centers and was connected to HPE Synergy via iSCSI. This hybrid HPE Nimble provides the shared
storage necessary to run various workloads on HPE Synergy. HPE Nimble storage replication will store and protect critical applications utilized by
the business such as Microsoft SQL server, server virtualization, database. In this whitepaper, MSSQL workloads running on the data centers are
used to validate the use cases. HPE Nimble storage replication systems deliver an accelerated performance, maximized data and storage
availability with an already intfegrated data protection and disaster recovery system, and above all else, reduced operational overhead.

For this solution, Veeam backup and replication software was deployed on the primary data center as a virtual machine on HPE Synergy. Veeam
proxy services were deployed on Microsoft Windows 2016 Standard virtual machines at both the primary data center and the secondary dafa
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cenfer. These Veeam backup proxy processes backup jobs and delivers the backup traffic, while the Veeam backup server administers backup
tasks.

HPE StoreOnce appliance was deployed on the secondary data center and catalyst store was created on it to hold the backups from the HPE
Nimble secondary storage. HPE StoreOnce Backup is connected to HPE Synergy via LAN and catalyst stores were created on it which acts as the
backup repository for storing the data backups. HPE StoreOnce in the secondary data center uses 10Gb network connection.

StoreOnce Backup guidance

» With HPE StoreOnce Catalyst source-side deduplication, deduplication happens at source (here Veeam gateway server at Secondary data
center) before the data is fransferred over the network to the HPE StoreOnce backup. This helps in efficient backup data transfer and less
network utilization.

* When creating Catalyst stores on HPE StoreOnce, the low bandwidth settings of both the primary and secondary transfer policy enables HPE
StoreOnce Catalyst source-side deduplication, which is preferred when the workload to be backed up to the Catalyst store is high and when
the backup or backup copy job is configured over a WAN. It reduces the physical data transferred over the network during the backup process.

» When creating Catalyst stores on HPE StoreOnce, the high bandwidth settings of both primary and secondary transfer policy disables HPE
StoreOnce Catalyst source-side deduplication and compression, which is preferred when the network bandwidth utilization is low and
deduplication could be done more efficiently on the target StoreOnce appliance.

In our test environment, both the primary and secondary transfer policies were set to low bandwidth, enabling source-side deduplication. See the
HPE StoreOnce Catalyst configuration guide for configuring Veeam with HPE StoreOnce Catalyst.

Figure 8 shows the Catalyst store created on HPE StoreOnce with both primary and secondary transfer policy set to low bandwidth.
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Figure 8. HPE StoreOnce Catalyst store with source side deduplication enabled for low bandwidth transfer


https://www.veeam.com/wp-hpe-storeonce-catalyst-configuration-guide.html

Reference Architecture Page 12

Note

Backing up data directly to dedupe appliances may have performance implications when using Instant VM Recovery and SureBackup features
which require lot of random I/O. If there are requirements to use features that require random I/O, then you can optionally choose standard
storage such as HPE Nimble or HPE Apollo as the primary backup farget. StoreOnce Catalyst helps in bandwidth reduction irrespective of its
placement either as a primary backup target or as a secondary backup target.

Veeam Backup & Replication and HPE StoreOnce Catalyst solution benefits include the following:

» Source-side or client-side deduplication capabilities

Virtual synthetic full backups and support for Instant VM Recovery
» More efficient backup data transfer over LAN and WAN
e Reduced storage space and faster performance compared to traditional NAS protocol (CIFS and NFS) connectivity

* Available on-site and off-site backup copies using HPE StoreOnce Replication

Network guidance

For maximum backup performance, Hewlett Packard Enterprise recommends connecting HPE StoreOnce to the data center network using
10GbE links. Table 2 shows the firewall ports configured between primary data center the secondary data Center for this solution. You can refer
to the comprehensive list of Veeam firewall ports here based on your solution customization requirement,
https://helpcenter.veeam.com/docs/backup/vsphere/used ports.html?ver=95.

Table 2. Firewall ports configured between the primary data center and the secondary data center

From (Primary data center)  To (Secondary data center) Port Description

____________________________________________________________________________________________________________________________________________________________________________________|

Veeam Backup Server and VMWare vCenter Server HTTPS TCP 443 Default port used for connecting vCenter Server

Veeam Backup Proxy

Veeam Backup Server VMWare vCenter Server HTTPS TCP 10443 Port used for communication with vCenter Server

Veeam Backup Server and ESXi Server TCP 902 Port used for data transfer to ESXi host

Veeam Backup Proxy

Veeam Backup Server and Veeam Backup Proxy TCP UDP 135,137-139, 445 Ports to deploy Veeam Backup and Replication components

Veeam Backup Proxy

Veeam Backup Server and Veeam Backup Proxy TCP 6160 Default port used by Veeam Installer Service

Veeam Backup Proxy

Veeam Backup Server and Veeam Backup Proxy TCP 6161 Default port used by the Veeam vPower NFS Service

Veeam Backup Proxy

Veeam Backup Server and Veeam Backup Proxy TCP 6162 Default port used by Veeam Data Mover Service

Veeam Backup Proxy

Veeam Backup Server and Veeam Backup Proxy TCP 2500 5000 Default port range used as data fransmission channels and for

Veeam Backup Proxy collecting logs

Veeam Backup Server HPE StoreOnce TCP 9387 Default command port used for communication with HPE

StoreOnce

Veeam Backup Server HPE StoreOnce TCP 9388 Default data port used for communication with HPE StoreOnce

HPE Nimble Primary Storage  HPE Nimble Secondary TCP 4213, 4214 Ports enabled from one HPE Nimble array fo talk to another
Storage for the purpose of replication tasks

From (Primary data To (Nimble) Port Description

center)

____________________________________________________________________________________________________________________________________________________________________________________|

Veeam Backup Server Nimble storage system HTTPS TCP 5392 Default command port used for communication with Nimble

storage (used for Nimble OS 2.3 and later).

Veeam Backup Server and Nimble storage system HTTPS TCP 3260 Default iSCSI target port.
Veeam Backup Proxy



https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=95
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Veeam Backup Server guidance

In this solution, both Veeam Backup Server and Veeam proxy servers were installed on a Windows Server 2016 Standard VM and was
configured with eight vCPUs and 16 GB memory.

To make the Veeam Backup job MSSQL database-aware, enable “application aware image processing” in the “Guest Processing” options of the
Veeam backup job. This uses Volume Shadow Copy service within the VM to make the MSSQL server complete any I/O operations in preparation
for backup.

When the backup repository target is an HPE StoreOnce, is it advisable to always use Veeam recommend settings which will be flagged in the
Veeam Ul when creating the backup repository and backup job. This includes keeping the default compression level, turning Veeam dedupe off,
and when creating the StoreOnce backup repository, keep the defaults which includes decompressing the data before it is stored on StoreOnce
as shown in Figure 9.

Enabling the Virtual Synthetic Full feature, which is part of the Veeam and HPE StoreOnce catalyst integration, provides faster concurrent full
backups. To enable this option, choose “Create synthetic full backups periodically” in advanced job settings as shown in Figure 9.

Veeam Explorer Explorer for Microsoft SQL helps perform object-level restore and transaction-level restore of backed up MSSQL databases. This
requires a staging server which presents the fransaction records and object-level changes made in the database to the user. It is possible to
configure both local and remote staging servers by using the Options dialog (in the main menu) in Veeam Explorer. To create transactionally
consistent backups or replicas of VMs ‘application aware processing’ is enabled for the job. Veeam Explorer for Microsoft SQL fo restore
databases from any successfully created backup or replica of a virtualized Microsoft SQL Server. The backup or replica must be created with
application-aware processing enabled and the corresponding options turned on.

Repository
Type in patl Storage Compatibility Settings d
[] Align backup file data blocks
Mame Allows to achieve better deduplication ratic on deduplicating storage devices
leveraging constant block size deduplication. Increases the backup size when
Type backing up to raw disk storage.
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Deduplicating Storage VM data is compressed by backup proxy according to the backup job Populate

compression settings to minimize LAN traffic. Uncompressing the data before
HPE StoreOnce storing allows for achieving better deduplication ratio on mest deduplicating
storage appliances at the cost of backup performance.

Repository
overall performance,

Mount Server he following settings:

Review

Apply

Click Advanced to customize repository settings

< Previous Mext > Cancel

Figure 9. Advanced settings for HPE StoreOnce storage repository creation and backup job creation



Reference Architecture Page 14

Veeam and HPE Nimble Storage Integration replication

For daily data recovery tasks, such as recovering an accidentally deleted or corrupted file, you can take snapshots that serve as a backup. In the
event of a power failure or a site disaster, replication tfechnology can be a quick and effective way to recover data at an offsite location.

Replication maintains a copy or replica of a volume or set of volumes on another HPE Nimble array that is configured as part of a pair of
replication partners.

Veeam Nimble DR site Nimble
A 0 i (T 3 s

"#"Vieeam Scheduler * Short Retention Snapshot /"2 <1/ /”Use Nimble async. replication to ™y
i i . i Lk 1 send Snapshots to the DR site. |
i ! Take multiple consistent ! (1] ! 1
! 8 ! intra-day backup. I ’ o ! | i
]
\ J| | supported for all Veeam fL T mmbisassher wicsten 1 i
\‘ Hourly Dalhu"," restore options. - i — i
___________ - ! .
———————————— - AN er

p from remote stor ap

Med-long Retention Backup &=§<e from

] A
| L i . o 2 o \
! g . I stormge snapshot |encve.'I:5:|cu|: load from production systems 1
: — — I Veeam Backup files e 9 ! H
1 H * Virtual Synthetic Full [StoreOnce), 1 !
| BB R | e P
] H
: "ﬂﬂ I * Incremental, 1 ﬁ ﬁ - 1 : I - ﬁ:' ﬂ 1 :
1 Every object istraced | ! Ded d 1 : 1 Ded d 1 1
l\\‘_ inVesam Catalog L = = —Deduped. — — — | & — — —Deduped. — — — H
e e e — - . s
'

StoreOnce ]

Figure 10. Detailed depiction of data transfer and backup from primary data center to secondary data center (DR site)

Workload description

The primary data center with HPE Synergy 480 Gen10 servers running VMWare cluster was deployed. MSSQL Servers (small and large) were
also deployed at the primary data center. These MSSQL servers were running Microsoft SQL 2016 developer edition on Windows server 2016
standard. The MSSQL servers were created with Datastore consisting the configuration files, SQL data and SQL logs within.

Smaller MSSQL servers had 4 CPU cores, 8GB memory, and 200GB disk storage. Larger MSSQL servers had 8 CPU cores, 16GB memory, and
400GB disk storage.

HammerDB version 3.0, an open source benchmarking tool was used to create a database called TPCC on each of the MSSQL servers. TPCC
database on smaller MSSQL servers was loaded with 10GB of data and TPCC database on larger MSSQL servers was loaded with 100 GB of
data. These databases loaded with transactions were created o perform table and object level restore of MSSQL database.

Use Cases

This solution is validated for the below listed use cases. All use cases have a centralized Veeam Backup Server at the primary data center
deployed on HPE Synergy platform running VMWare cluster. HPE Nimble storage was configured as the primary and secondary backup
reposifories at both the data centers. HPE StoreOnce was deployed on the secondary data center as Secondary storage device for long time
archival.

Backup and Recovery of VMs from primary Nimble storage

In this use case, Backup jobs are run from the Veeam management Ul to keep snapshots of the datastores containing MSSQL servers (VMs) on
the HPE Nimble Storage primary array. Veeam proxy servers deployed at the primary data center helps process backup jobs and also delivers
the backup traffic. The VMs & SQL server databases were recovered leveraging the recovery features (i.e. Instant VM Recovery, file-level restore
or application item restore options supported by the Veeam Backup & Replication.)
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The following were validated as part of this use case:

o Scheduling the Nimble Storage snapshots with application-consistent VM image

* Recovery of VM from the backup at HPE Nimble primary storage

Page 15

In order to validate the restore and recovery options, we manually deleted MSSQL servers running at the primary data center and using the
Veeam Backup Server, restored these two MSSQL servers from HPE Nimble primary storage array snapshofs, to their original location. Refer to

figure 11 for details.

Veeam
Backup VM

r=n

Deleted SQL

HPE Synergy

Primary Data Center (DC1)

Veeam

Proxy (local)

| —— |
Himisle Srorage

Nimble Hybrid
Storage

HPE
Nimble

repository

Figure 11. Backup and Restore of SQL workloads to local HPE Nimble snapshots at

the primary data center
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Table 3 lists the test scenarios validated for recovery and restoration of VMs, applications, databases from primary storage.

Table 3. Backup and recovery of primary data center VMs on local HPE Nimble storage test cases validation

Test Name Description From To Validation Outcome
Case
___________________________________________________________________________________________________________________________________________________________________|
31 Backup Backup virtual machines running Primary data HPE Nimble On the Veeam Backup Server user interface, under  Success
MSSQL MSSQL server to HPE Nimble center (Synergy) storage ‘Disk’ tab - ‘Backups’ section shows all the Backed
servers backup repository repository up MSSQL Servers
32 Backup Scheduling the Nimble Storage Primary data HPE Nimble Create a new backup job in the Veeam Backup Success
MSSQL snapshots with application- center (Synergy) storage console; Choose backup repository on Storage; On
servers consistent VM image repository completion of the job - snapshots can be seen
(snapshot) under the storage Infrastructure console
33 MSSQL Recover the deleted virtual HPE Nimble Primary data Leveraging the Instant VM recovery option on Success
server machine (SQL server) using primary storage center Veeam, the desired VM is recovered/restored
recovery snapshots from Nimble repository (Synergy)

For Nimble storage snapshot orchestration, on the backup job wizard - Nimble snapshot (Primary storage snapshot only) option for the
Backup repository is chosen on the Storage fab as seen in figure 12.

VEEAM BACKUP AND REPLICATION

Mew Backup Job H

Storage
|¥‘ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= m job and customize advanced job settings if required.

Name Backup prox

Automatic selection Choose...
Virtual Machines -

Backup repository:

_ Nimble SnapShot (Primary storage snapshot only) =l
Guest Processing Retention policy
Restore points to keep on disk: 4 =H @

Schedule
Summary [] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or to tape. Best practices
recommend maintaining at least 2 backups of production data, with one of them being off-site.

Advanced job settings include backup mode, compression and deduplication, P Advanced 1
block size, notification settings, automated post-job activity and other settings. 1

< Previous Mesxt = Finish Cancel

Figure 12. Backup job with backup repository selection on storage tab — as seen on Veeam Storage Infrastructure
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Successfully completed snapshots are seen on the Veeam console as seen in figure 13.

Backup Job 2 (Storage Snapshot)

lob progress: 100% 2 of 2VMs
|
SUMMARY DATA STATUS
Duration: :03:38 Processed: A Success 2 O
Processing rate: MFA Read: M/A Warnings: 0
Bottleneck: /A Transferred: MN/A Errors: 0
THROUGHPUT (ALL TIME)
MNAME SRt ACTION DURATI...
Er_l MSSQL_001 () Success () Job started at 1/7/2019 1:20:44 AM
Er_l MS5QL_002 &) Syceece 2 Building VMs list 0:00:03
() Queusd for processing at 1/7/2019 1:21:07 AM
() Required backup infrastructure resources have been assigned
() Primary storage snapshot created successfully 0:00:30
) Job finished at 1/7/2019 1:24:23 AM

Figure 13. Successful completion of the backup job run— as seen on Veeam Storage Infrastructure
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Completed backup jobs on Veeam can also be seen under the storage infrastructure section for primary data center, as highlighted in figure 14.

Yeeam Backup Server

VOLUME TOOLS VEEAM BACKUP AND REPLICATION

VOLUME

Delete
Snapshot

Manage Volume Actions

STORAGE INFRASTRUCTURE

[‘é" Storage Infrastructure ~  NAME + HOST STATE SIZE
<= Nimble |':|T':I MSSQL_001 dc1-hostl.hpe.com Crash-consistent snapshot 208.1GB
4 i ggl6 EjMSSQL_[]DE dc1-host2.hpe.com Crash-consistent snapshot 208.1GB
4 @ NimbleDatal Ej\-l'eeam Backup Server dc1-hostl.hpe.com Crash-consistent snapshot 508.1 GB

8] VeeamSourceSnapshot-Nimblel1-Snapshot-Backup-Job.201
8] VeeamSourceSnapshot-Backup-Job-2.2019-01-03-0610
8] VeeamSourceSnapshot-Backup-Job-2.2019-01-03-0252
I8 VeeamSourceSnapshot-Backup-Job-1.2018-12-21-0241
E8] MNimbleDatal-55

> i@ SQLData

Figure 14. Backup job with MSSQL snapshots successfully stored on HPE Nimble primary storage - as seen on Veeam Storage Infrastructure
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Figure 15 depicts the snapshots stored on the volume created on HPE Nimble storage which was orchestrated through Veeam.

HPE Nimble Storage
DATA STORAGE
MES » B8 detaun> o Mimblercider § Nimble Datad } Online
PLICATIC VOLLIME UISAGE PERFORMAMNCE
] 35.1 GiB of 4 TiB 3 0 0.1 mg
Torted ICHF Total WE R Lifler
SLIMMARY DATAPROTECTION DATARCCESS
VeeamSourceSnapshot-Mimbleld1-Snapshot-Back 2019-01-04 0316
VaeamSourceSnapshot-Backup-Job-2.2019-01-03 J019-01-03 0B:05
VeeamSourceSnapshot-Backup-Job-2.2013-01-03 2019-01-03 04:46
ViagamSourceSnapshot-Backup-Job-1.2018-12-21 J018-12-21 04:35

Figure 15. MSSQL snapshots successfully stored on HPE Nimble primary storage

With instant VM recovery, we can immediately restore a VM into the production environment by running it directly from the snapshot.

Veeam server

Storage Snapshot

FC/iSCSI
HPE Nimble

Figure 16. Instant VM recovery form HPE Nimble Storage snapshot (iISCSI)

Benefits of Instant VM Recovery (IVMR):

e Veeam inferacts with HPE-Storage and VMware to boot VMs from HW Snapshots

e The VMis up and running in a matter of seconds and it is as fast as your production
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The following image describes the Instant VM recovery scenario wherein the SQL server from the replicated snapshot on the primary Nimble
storage is restored fto Datacenterl.

Veeam Backup Server

VEEAM BACKUP AND REPLICATION

BRIV VIRTUAL MACHINE
i

EI’ N Instant Recovery X
Instant VM Guest Application Ready to Apply
Recovery Files = Items ~ — Please review the provided settings.
Restore E=’
4 & Nimble | NAMEL Restore Point VM x%%l'ﬁl;f' backed up less than & day ago (1:10 AM Monday
« & 05_ - 'l: MSSC'._DU: Recovery Mode Hast: del-hostd.hpe.com
“ LD ) o MSSQL 002 Datastore: Disebled
8] MimbleDatal-Replica-MimbleDat: Lid MSSQHL 123 Restore Reason New VM name: MSSOL_123
I8l NimbleDatal-Replica-NimbleDat: (5 Test VM
(&) MimbleDatal-Replica-NimbleDat: 1 Vesam Back] Ready to Apply i 3 i 3 i i
o4 After you click Next, the selected VM will be instantly recovered into your production emvirenment, To
[8) MimbleDatal-Replica-MimbleDat: finalize the recovery, use Storage VMotion to move running VM to the preduction storage.
- Recovery Alternatively, you can perform cold VM migration during your next maintenance window.
&) VeeamSourceSnapshot-NimbleQ 1 Y. ¥ P! 9! gy

< v If you are performing manual recovery testing, remember to change VM network to non-production

before powering on the VM.

Connect VM to network
Power on VM automatically

Make sure ariginal server is powered off. Recovening server inte production netwark with
! original server still running may affect some applications.

lfi'"; STORAGE INFRASTRUCTURE

= k)
e -

1 VIRTUAL MACHINE SELECTED < Previous Restore Cancel

Figure 17. Instant VM recovery form secondary HPE Nimble Storage snapshot to Datacenterl



Reference Architecture Page 21

Figure 18 shows a successfully restored SQL server on Datacenter?.

vmware* vSphere Web Client  #=

Navigator X (if MSSOL_123_Restored (=7 | By 5 | g} Actions -

Getting Started Summary|ru10nitar Configure  Permissions  Snapshots

MSSQL_123_Restored
Guest 0OS: Microsoft Window s Server 2016 (64-bit)
Compatibility - ESXi 6.5 and later (VM version 13)
VMw are Tools: Running, version: 10305 (Current)

ore info...
DMS Name: WIN-1AHLKGT28K3
IP Addresses:  10.204.40.23

View all 2 IP addresses

v | @ B8 e
w [ del-wveenterhpe.com
w [lg datacentert
w [ det-cluster
[ det-hostt hpe.com
[ dc1-host2 hpe.com
[@ de1-host3.hpe.com
[@ de1-hostd.hpe.com

Host: dc1-host3d. hpe.com
R MSsaL_001 P
- "
GpMssaL_o02 & -’
(1 MSSaL_123
~ VM Hardware O | v Advanced
» CPLU 2 CPUsY, 0 MHz used + Custom Ath
%Eﬁ:am E'ifk”tp Ssen'er . » Mermary | 122880 MB, 1228 MB memory active | | gipuse
wiare vzenter Server Appliance
k Hard disk1 200TE

» Metwork adapter 1 WM Metwork  {connected)

b (@) COIDYD diive 1 Connectsd - O
Floppy drive 1 Disconnected D*Uv (i ]
b Yideo card 2.00mB
k Other Additianal Hardware
Compatibility ESXi 6.9 and later &M wersion 13

= Dalatnd O

Figure 18. Successfully restored SQL server on Datacenter2, leveraging Instant VM Recovery feature

Replication: Primary HPE Nimble Storage to Secondary HPE Nimble storage (warm backup -restore points)
For daily data recovery tasks, such as recovering an accidentally deleted or corrupted file, you can take snapshots that serve as a backup. In the
event of a power failure or a site disaster, replication fechnology can be a quick and effective way to recover data at an offsite location.

Replication maintains a copy or replica of a volume or set of volumes on another HPE Nimble array that is configured as part of a pair of
replication partners.
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In this use case, short retention snapshots of the MSSQL servers on the primary data centers were triggered, which were saved on the primary

HPE Nimble storage. These snapshots are then sent to HPE Nimble secondary storage using HPE Nimble replication mechanism. Later
backup files (snapshot) are sent to secondary storage systems such as StoreOnce, fo remove backup load from production systems.

the

Primary Data Center (DC1) Secondary Data Center (DC2)
Deleted SQL Server/ [Jreys HPE
-——— Nimble
reposito
postiory SQL Servers
r-ar=ar=na |
I=1=11=1 !
11 11l 11 1
ac8ac8508, E

ackup

<t WAN b

HPE Synergy HPE Synergy
Single velume Replica of
assigned to volume
‘Houry’ assigned to

Tl =l

Nimble Storage Nimble Storage

HPE Nimble Storage Replicas of HPE Nimble Storage
volumes

Multiple volum es assigned to ‘Daily’
assigned to ’Daily’

Figure 19. Backup and restore of workloads at Primary data center to HPE StoreOnce repository

Table 4 lists the retention points and the duration at primary and secondary Nimble storage.

Table 4. HPE Nimble primary storage to HPE Nimble secondary storage volume names with retention duration

Sl # Volume Name Snapshot retention duration No of snapshots retained
______________________________________________________________________________________________________________________________________________________________|

41 Primary Nimble: NimbleDatal 2 weeks 24

42 Secondary Nimble: Cluster2-NimbleVolume 2 weeks 48

Table 5 lists the test case validations from the primary data center to the secondary data center.

Table 5. HPE Nimble primary storage to HPE Nimble secondary storage asynchronous replication test cases validation

Test Case Name Description From To Validation Outcome
. _____________________________________________________________________________________________________________________________________________________________|
51 Primary side Creation of short retention Primary data center HPE Nimble Take multiple consistent, Intra-day Success
snapshot snapshots at the primary (Synergy) storage backup. Supported for all Veeam
storage restore options
52 HPE Nimble Data replication from HPE HPE Nimble storage HPE Nimble HPE Nimble asynchronous replication Success
snapshot Nimble storage primary to primary site storage to send snapshots to secondary site

replication secondary secondary site
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Figure 20 describes the snapshofts replicated from the primary HPE Nimble storage to the secondary HPE Nimble storage. The same can be

seen under the ‘replicated’ column with snapshots checked.

Volume Collection: NimbleVolume

2019-01-08 00:00 2019-01-08 00:00

Local Remote

SCHEDULES WOLUMES SNAPSHOT COLLECTIONS

SHAPSHOT COLLECTIOR SMAPSHOT TIME w

Nimblevolume 1-Schedule-M1-to-N2-20158-01-07:22:0 2015-01-08 00:00
SCHEDULE Thirty-tninute-schedule

Mimblevolume 1-3chedule-M1-to-N2-2018-01-07:21:3.. 2019-01-07 23:30
SCHEDULE Thirty-minute-schedule

mimbletolume 1-5chedule-M1-to-N2-20158-01-07:21:0.. 2019-01-07 23:00
SCHEDULE Thirty-minute-schecule

Mimblevolume 1-5chedule-M1-to-N2-2019-01-07: 2003 . 2019-01-07 22:30
SCHEDULE Thirty-tinute-schedule

Nimblevolume 1-Schedule-MN1-to0-N2-2018-01-07:20:0 2018-01-07 22:00
SCHEDULE Thirty-tninute-schedule

Mimblevolume 1-3chedule-M1-to-N2-2018-01-07::
SCHEDULE Thirty-minute-schedule

93, 2019-01-07 21:30

GG07

RECOWERY POIMT REPLICATION PARTHER

MEMBERS

1

Yolumes:

REPLICATED

2019-01-08 00:01 »

2018-01-07 23:31 &

2018-01-07 23:01 +

2018-01-07 22:31 &

2018-01-07 22:01 +

2018-01-07 21:31 &

1-24 of 24

Figure 20. Snapshots replicated from HPE Nimble primary storage

Successful data replication on HPE Nimble — data volume on secondary data cenfter, after initiating the HPE Nimble replication at primary HPE

Nimble storage can be seen in figure 21.

Volume Collection: NimbleVolume1 replica

RECOWERY POINT REPLICATION PARTHER
2019-01-06 00:02 TiA ooog

Local Remate

SCHEDULES VOLLMES SMAPSHOT COLLECTIONS

SNAPSHOT COLLECTION SMAPSHOT TIME «

Mimblevolume 1-3chedule-N1-to-N2-2019-01-07::22:0... 2019-01-06 00:02
SCHEDULE Thirty-minute-schedule

Mimblevolume 1-Schedule-N1-to-N2-2019-01-07::21:3 2019-01-07 23:32
SCHEDULE Thifty-rinute-schedule

Mimbleviolume1-Schedule-N1-to-MN2-2019-01-07::21:0... 2019-01-07 23:02
SCHEDULE Thirty-minute-schedule

Nimblevolume 1-Schedule-N1-to-MN2-2019-01-07::20:3 2019-01-07 22:32
SCHEDULE Thirty-minute-schedule

Mimbleviolume1-Schedule-N1-to-MN2-2019-01-07::20:0... 2019-01-07 22:02
SCHEDULE Thirty-minute-schedule

Nimblevolume 1-Schedule-N1-to-M2-2019-01-07:19:3 2019-01-07 21:32
SCHEDULE Thirty-minute-schedule

REPLICATED

[0S

T7A

[0S

RN

[0S

RN

MEMBERS
1

Valumes

Figure 21. Successful replication of snapshots from the primary storage to HPE Nimble secondary storage
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Restore VMs/MSSQL servers from HPE Nimble Secondary to Primary data center (restore/recovery)
This use case leverages the Recovery option supported by Veeam, to bring up the primary site by restoring the VM'’s or MSSQL workloads from
the replicated data at the HPE Nimble secondary storage. Nimble snapshots provides with a set of recovery options enabled by Veeam, such as
Instant VM Recovery, application-item recovery etc.

Primary Data Center (DC1)

oo HPE
Veeam Nimble
Backup VM LI repository
]
:
H el
vB
Restored SQL | =
Servers ' w @
- -
-l
L~
]
T 2
]
i
C————1 |
]
HPE Synergy '
HPE Nimble Primary
Storage

e  WAN

Veeam

Backup VM

Secondary Data Center

Veeam

0
o

5 Restored SQL
Servers

abeiols
Aepuo2as woy a10)say

HPE Synergy

HPE Nimble
Secondary Storage

Figure 22. Recovery and restoration of VMs from HPE Nimble storage snapshots across primary and secondary data centers

Validation of the fest case from restoring the secondarty data storage, to the primary data center, as seen in table 6.

Table 6. Restoration from secondary data storage fo primary data center test cases validation

Test Name

Case

61 Restore
from
secondary
storage

systems

Description From

Recovering the VMs on
secondary site, from
backup snapshots at
secondary Nimble storage

storage

HPE Nimble secondary

To

Secondary

data center

Validation Outcome

Right click the snapshot, select VM Success
and choose restore application/

database/ Instant VM recovery. Upon

completion, VMs/ database/files are

restored on secondary data center

Page 24
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To validate scenario 1 from table 6, the snapshots of SQL servers on the primary HPE Nimble storage were leveraged. SQL servers from the
snapshots were restored from the source (hostA) to another destination host (hostB).

vmware* vSphere Web Client

fi=

X (i MSSQL_123_Restored

Getting Started Summarylnﬂonitor Configure  Permissions  Snapshots Datastores

Havigator
4 Back
IR B 9
[ dei-vcenterhpe.com
- [y datacentert

[ det-cluster
[ det-hast! hpe.com
[ det-hast2 hpe.com
[ det-host3 hpe.cam
[ de1-hostd hpe.com
e MI5aL_001
EbMSSQL_DDQ
S mMSSaL 123

6 Test_Whi
(G veeam Backup Server
E‘ﬁVMware vCenter Server Appliance

p Powered On

~ VM Hardware

» CPU

» Memaony

» Hard disk 1

» Metwark adapter 1

¥ (@) COMDYD drive 1
Floppy drive 1

F Wideo card

b Other
Compatibility

Updated at 3:

= [ By (5 | {chActions v

M3SQL_123_Restored

Guest O5: Microsoft Window s Server 2016 (64-bit)
Compatibility : ESXi 6.5 and later (VM version 13)
Wi are Tools: Running, version: 10305 (Current)

More info...
DME Mame: WIN-1AHLKGTSSK3
IF Addresses:  10.204.40.23

View all 2 IP addresses
Host: dc1-host3.hpe.com
£y

| | » Advanced Configurat

2 CRLU(S), 987 MHz used « Custom Attributes

Adtribute Walue
Thiz i

n 122880 MB, 114278 MB memory active
2.00TE
W Fletwoark (connected)

Connected 7 0O
Disconnected RAT i |
5.00 MB

Additional Hardware

ESki 6.5 and later (WM version 13)

~ Related Objects

Figure 23. SQL server restored from the snapshots backed up on the primary Nimble storage to Datacenterl
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Figures 24 and 25 describes the database restoration and files restoration respectively, from the Veeam orchestrated HPE Nimble storage
snapshots.

MSSQL_New as of less than a day ago (11:42 PM Wi /8/2015) - BACKUP BROWSER

20

Restore Copy Properties

= To
Action
- :D?: - NAME & TYPE SIZE CREATION DATE MODIFIED DATE
P! LDgSF_I CraclelogBackup Folder 1/4/2019 5:48 AM 1/4/2019 5:48 AM
bl =) Oracleliblog LOG F.. 3BAKB  1/4/20195:48AM  1/10/2019 T:44 AM
! Program Files (x86) - 2019 4:06 PM
4 45 ProgramData Restoring files to MSS0L_Mew ’
_— 2019405 PM
b [ Application Dota Restore st 2019 405 PM
L Comms fi e
= I Restore completed successfully I 2019 4:05 PM
I Desktop 2019 7:43 AM
L Documents Time elapsed:  00:01:27 Transferred: 4.3 MB Success: 5 00 |onig 406 a0
! Ll Time remaining:  00:00:00 Transfer rate: 51 KB/s Errors: [ x] /2019 4:05 PM
[ regid.1991-06.com.m
b [ SoftwareDistribution Close 2019405 PM
2019 4:05 PM
b g Start Menu
VeesmVixProxy_T0012019.Tog [OG F... T539KE 17072019 1202... 1/10/2019 744 AM
L Templates -
[ USOPrivate
L USOShared
4 [y Vesam
4 Backup
i OraclelogBacka
4 [ VWware
> " VMware CAF
4 VMware Tools w
< >
5 SELECTED 43MmB |VEEQM

Figure 24. Successfully restored files from HPE Nimble storage snapshots — as seen on Veeam Ul

The replicated snapshots from the HPE primary storage volume to secondary storage volume were restored on Datacenter?, leveraging the
Restore features supported by Veeam for SQL applications. The screenshot below depicts the SQL server restored on Datacenter2, from the
replicated data on HPE Nimble storage volume on DC2.

To validate the scenario from table 6, the snapshots of the SQL servers from the primary data center’'s Nimble storage were replicated to
secondary Nimble storage on Datacenter2.

a phere eb e
Navigator X (i MS50L_123_Restored | = [ B & & | {ShAcions v
e — —
4 Back Getting Started | Summary ‘ Monitar  Configure  Permissions  Snapshots  Datastores  Metworks
J e ‘ 8 e MSSQL_123_Restored
~ (102054011 Guest 08 Microsoft Window s Server 2016 (64-bit)
v [[3 Datacenterz Compativifty:  ESXi 6.5 and later (VMversion 13)
~ [ Clustert ki are Tools: Running, version: 10305 (Current)
[J10.205.40.31 More info..
[ 10.205.40.32 DNS Name: WIN-1AHLKGTIBKS
B HEW Wt IP Addresses:  10.204.40.23
EDRHELﬁOIEE\E View all 2 IP addresses
EDVEEEIT\ Proxy Server H’usl 10.205.40.34
E‘DV&EamCInuannnanlBemar S_J'
E‘D\IMware vCenter Server Appliance
EDWH’!HDWE-AD ~* VMHardware O+ Advanced Configuration
vﬁ Cluster2 » CPU 2 CPU(s), 59 MHz used
~ Custom Attributes
E 10.205.40.33 » Memary [| 122880 MB, 92160 MB memary active
[ 10.205.40.34 Attibute Walue
— » Hard disk 1 2.00TB This listis empty
ol I » Metwork adapter 1 VM MNetwork  (connected)
(@) CO/DVD drive 1 Disconnected 5.
(G Weearm Backup Server DC2 ® = o
Floppy drive 1 Discannected & 0
b Video card 8.00 MB
» Other Additional Hardware

Figure 25. MSSQL server (DC1) is successfully restored though the secondary HPE Nimble storage snapshots on DC2
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Figure 26 depicts the successful restoration of a database from replicated snapshot.

Veeam Backup Server

VM TOOLS

VIRTUAL MACH

= 1
E=|
E=|

=

Instant VM Guest Application

DATABASE

Restore Restore Export Export

Database * Schema~ Database™ Schema ¥
Recovery Files~  ltems ~ o -
Restare
STORAGE INFRASTRUCTURE DATABASES Database Info
i~ 4 [ WIN-TEODTHOLATYV Name: tpec
4 i3 4 DEFAULT INSTANCE Back " P
x ackup createq:
4 GGO7 DWCenfiguration e MIe
] Cluster2-NimbleVol DWDiagnostics Recovery modfs
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< eportServer
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CA\Program Files\Microsoft 5OL Server\MS550L13.MS5CLSERVERVMSSQL\DATAVtpec_log. ldf

Figure 26. Successful restoration of a database from the replicated snapshot on secondary Nimble storage on Datacenter2

HPE Nimble primary to HPE StoreOnce (cold backup)

To address site level failures where the primary data center is running critical applications goes down, it is necessary to have the workloads
replica or back up all workloads in an offsite location and ensure they are always recoverable in the event of outages, aftack, loss, or theft to run
the business operations without disruptions. Veeam Backup Copy helps copy the existing backup from one location to another location, typically
offsite. The backup copy should be generally scheduled to take place during low activity periods. The need fo ensure that data is secure,
protected and in compliance for business outcomes.

Backup copy allows you to create several instances of the same backup in different locations, including on-site and off-site, making it easy to
maintain multiple copies of your data. A Backup Copy Job can be configured from the infrastructure, from other backups, or from other jobs. In
this use case, Veeam Backup Server at the primary data center performs the backup copy of the MSSQL servers from the backup jobs at the
primary storage repository, to the HPE StoreOnce catalyst repository. The Backup Copy to HPE StoreOnce Backup repository was performed by
the Veeam Backup Server deployed at the primary data center. Veeam proxy server deployed at the primary dafa center helps process the
backup copy jobs and also delivers the backup traffic.
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The Veeam Backup Copy job was initiated from the Veeam backup server for the completed backup jobs. The destination repository, i.e. the
catalyst store created on the HPE StoreOnce, was provided as the target repository for the backup copy job. This data stored on the secondary
storage can eventually be moved to tape media for archival purposes.

Primary Data Center (DC1) Secondary Data Center (DC2)
Veeam Veeam
Gateway Catalyst
Proxy VM services Repository
--------------------------------------------- _—
—
SQL Servers Veeam Backup Copy o
.
:
Veeam 1o ‘Ir
P local L2
Bacrki‘"lm ?g"{ ocal ooo ]
= "o v
L! - i . WaN
ESXi Cluster on SY480
nodes ESXi Cluster on SY480 nodes HPE StoreOnce
high-deduped
Backup
Repository
iscsi H
HPE Nimble LAN e .
Primary Storage HPE Nimble
Secondary/Remote
HPE Synergy
Frame HPE Synergy Frame Storage
Figure 27. Cold backup - Primary data fo HPE StoreOnce
Table 7 lists the test scenarios validated as part of this use case.
Table 7. Cold backup of primary data to HPE StoreOnce at secondary data center test cases validation
Test Name Description From To Validation Outcome
Case

71 Create Backup copy of MSSQL servers Primary data center HPE Nimble On the Veeam Backup Server Success
backup from the primary data center to storage (Primary) user interface, under
copy HPE Nimble Primary ‘Disk(Copy) tab - ‘Backups’
storage/backup repository section shows all the backup
copy of the MSSQL Servers
72 Backup Long term retention backup HPE Nimble storage HPE StoreOnce Backup from storage Success
copy job reposifory at the primary Catalyst snapshots to StoreOnce for
from data center repository at the long time archival.
Primary secondary data Catalyst store on HPE
Data center StoreOnce displays the
center increase in new storage
volume
Prerequisite

A backup job with the required MSSQL servers is run successfully and stored on HPE Nimble primary storage repository. The Catalyst store on

HPE StoreOnce is created and configured.
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A Backup Copy job is initiated from the Veeam backup server in the primary data center, the appropriate backup job is selected, and other
relevant details are entered in the Backup Copy Job wizard.

Edit Backup Copy Job [Backup Copy Job-50L-VMs-to-50]

AN
=

Job

Summary
Review the settings, and click Finish to save and exit the wizard,

Summary:

Mame: Backup Copy Job-50L-VMs-to-50
Target Path: storeonce:ff'lﬂ.ﬂﬁidﬂ.}q:DC'I_Ea ckup_Store@.."l
Type: Vivware Backup Copy
Source items:
SOL_Workload_46
SOL_Workload_47
SOL_Workload_45

Wirtual Machines

Target
Data Transfer

Schedule

Figure 28. Backup Copy Job initiated from Veeam backup server at primary data center

A Catalyst store is created on HPE StoreOnce along with Disk size post the successful Backup Copy Job is seen in the image below.
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Figure 29. Catalyst store created on HPE StoreOnce which stores the data from HPE Nimble secondary storage
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Summary

Organizations invest in composable infrastructures to reap the benefits of a pre-tested and validated solution platform that can help reduce risk,
increase operational efficiencies, and deploy workloads upon a predictable infrastructure set. A correct data protection plan is a must-have for
any business running critical applications. With more and more organizations relying on virtualization, protecting data deployed on virtualized
infrastructure has gained importance. HPE Synergy composable infrastructure offers a secure, high-performing, and highly affordable platform fo
run the most demanding visualized workloads and HPE Synergy platform to run heterogeneous visualized workloads as per the requirements of
an organization.

To all the SMBs and enfterprises running MSSQL workloads on HPE Synergy virtualized platform, Veeam Backup & Replication is a natural
complement to perform the backup and restore of data. Veeam offers a new kind of solution that delivers high-speed recovery, data loss
avoidance, verified protection, leveraged data and complete visibility. Veeam Availability Suite, which includes Veeam Backup & Replication,
leverages virtualization, storage, and cloud technologies that enable the modern data center to help organizations save fime, mitigate risks, and
dramatically reduce capital and operational costs. Veeam Backup & Replication provides a solid software package for virtual machine backup,
replication, and recovery; however, without effective storage infrastructure, meeting the demands of the business can be difficult.

This solution addresses the tiered backup mechanisms for enterprise data centers, wherein the data loss is ensured to have minimal impact on
the business, since backup is factored at almost all relevant stages. Snapshot (hot) backup to address any VM/database level failure at primary
site; warm backup to take care of data replication from primary site to secondary site; cold backup to move the data from the secondary site to
backup-storage repository for long time archival.

» HPE Nimble storage replication systems allows a flash-optimized hybrid storage system that is engineered o achieve maximum efficiency.

« HPE Nimble storage replication systems deliver an accelerated performance for higher throughput/IOPS and sub-millisecond latencies, a
reduction of up to 75 percent in storage footprint, non-disruptive scaling to fit changing application needs through increased
performance/capacity, maximized data and storage availability with an already integrated data protection and disaster recovery system, and
above all else, reduced operational overhead.

» High speed recovery - Instant VM Recovery is the ability to take any virtualized application on VMware vSphere directly from a backup.

With automated backup and disaster recovery operation, together with secure data retention and built-in data encryption for data at rest, HPE
StoreOnce is a powerful and reliable data protection tool. HPE StoreOnce Catalyst backup solution, together with Veeam Backup & Replication
software provides significant backup storage space reduction with inbuilt deduplication technology, offers an end-to-end data protection solution
to recover virtual appliances rapidly, effectively, and with minimal disruption to business. This integration greatly simplifies virtualized workload
backup and restoration and provides reliable and efficient solution for data protection.

Note

This document is the continuation of the Backup solutions on Hybrid IT using Veeam Phasel of the multi-tier solution was published earlier
(486 - HPE RA for ROBO Backup Recovery solution with Veeam and Synergy), executed earlier. The published Reference Architecture could be
accessed at http:// h20195.www2.hpe.com/V2/GetDocument.aspx?dochname=a00058031enw
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Appendix A: Bill of materials

Note

Part numbers are at time of publication/testing and subject to change. The bill of materials does not include complete support options or other
rack and power requirements. If you have questions regarding ordering, please consult with your HPE Reseller or HPE Sales Representative for
more details. hpe.com/us/en/services/consulting.html

Table A-1. Bill of materials

Qty Part number Description
_____________________________________________________________________________________________________________________________________________________|

Rack and Network Infrastructure

2 797740-B21 HPE Synergy 12000 CTO Frame

2 804943-B21 HPE Synergy Frame 4x Lift Handles

8 777430-B21 HPE Synergy 3820C 10/20Gb Converged Network Adapter
2 804353-B21 HPE Synergy Composer

2 804937-B21 HPE Synergy Image Streamer

2 804942-B21 HPE Synergy Frame Link Module

2 804938-B21 HPE Synergy Frame Rack Rail Kit

4 755985-B21 HPE Synergy 12Gb SAS Connection Module with 12 Internal Ports
2 H6J85 HPE Rack Hardware Kit

2 455883-B21 HPE BladeSystem c-Class 10Gb SFP+ SR Transceiver

2 804942-B21 HPE Synergy Frame Link Module CAT6A 1.2m Cable

Virtualization Hosts

8 871940-B21 HPE Synergy 480 Gen10 Configure-to-order Compute Module
8 873378-L.21 HPE Synergy 480/660 Gen10 Intel® Xeon®-Gold 6136 (3.0GHz/12-core/150W) Processor Kit
8 873378-L.21 HPE Synergy 480/660 Gen10 Intel Xeon-Gold 6136 (3.0GHz/12-core/150W) FIO Processor Kit
4 794502-B23 HPE Virtual Connect SE 40Gb F8 Module for Synergy
8 804424-B21 HPE Smart Array P204i-c SR Gen10 (4 Internal Lanes/1GB Cache) 12G SAS Modular Controller
8 804428-B21 HPE Smart Array P416ie-m SR Gen10 (8 Int 8 Ext Lanes/2GB Cache) 12G SAS Mezzanine Controller
8 872392-B21 HPE 1.92TB SAS 12G Read Intensive SFF (2.5in) SC 3yr Wty Digitally Signed Firmware SSD
4 P01367-B21 HPE 96W Smart Storage Battery (up to 20 Devices) with 260mm Cable Kit
128 835955-B21 HPE 16GB 2Rx8 PC4-2666 V-R Smart Kit
40 870757-B21 HPE 600GB SAS 15K SFF SC DS HDD
Storage
2 835386-B21 HPE Synergy D3940 CTO Storage Module
2 Q8H71A HPE Nimble Storage HF20H Adaptive Dual Controller LOGBASE-T 2-port Configure-to-order Base Array
2 Q8B67B HPE Nimble Storage HF20H Adaptive Array 11TB (11x1TB) FIO HDD Bundle
2 Q8B77B HPE Nimble Storage HF20H Adaptive Array 480GB (2x240GB) FIO Cache Bundle
2 Q8B86B HPE Nimble Storage 2x10GBASE-T 2-port FIO Adapter Kit

2 Q8G27B HPE Nimble Storage NOS Default FIO Software
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Qty Part number Description
4 Q8J22A HPE Nimble Storage JIS8303 6-15 to C13 250V 15Amp 1.8m JP FIO Power Cord
1 BB915A HPE StoreOnce 5100 with 48TB of raw disk storage
2 J9281B HPE X242 10G SFP+ to SFP+ 1 m direct attach copper cable
1 BB926A HPE StoreOnce 10 GbE network card
2 BB887A HPE StoreOnce Catalyst (LTU)
1 BCOO2A HPE StoreOnce 4 TB Base
Others
2 798096-B21 HPE 6x 2650W Performance Hot Plug Titanium Plus FIO Power Supply Kit
4 720199-B21 HPE BladeSystem c-Class 40G QSFP+ to QSFP+ 3m Direct Attach Copper Cable
4 455883-B21 HPE BLC 10G SFP+ SR Transceiver
2 720199-B21 HPE BladeSystem c-Class 40G QSFP+ to QSFP+ 3m Direct Aftach Copper Cable
4 AJ718A HPE 8Gb Short Wave Fibre Channel SFP+ 1 Pack
2 POK10A HPE 42U 600mmx1200mm G2 Kitted Advanced Shock Rack with Side Panels and Baying
4 POQ56A HPE G2 Basic 10kVA/ C13 C19/ NA/JP PDU
1 JH179A FlexFabric 5930-4Slot
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Resources and additional links
HPE Reference Architectures, hpe.com/info/ra

HPE Servers, hpe.com/servers
HPE Storage, hpe.com/storage

HPE Networking, hpe.com/networking

HPE Composable Infrastructure, hpe.com/info/composable

HPE ConvergedSystem, hpe.com/info/convergedsystem

HPE OneView, hpe.com/info/hpeov

HPE Synergy, hpe.com/synergy

HPE ProLiant servers, hpe.com/servers/proliant

HPE StoreOnce Data Protection, hpe.com/storage/storeonce

HPE Infosite, https://infosight.hpe.com

HPE Technology Consulting Services, hpe.com/us/en/services/consulting.html

To help us improve our documents, please provide feedback at hpe.com/contact/feedback
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